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INSIGHT FOREWORD
Welcome to the Q3 edition of Insight! It is that time of year when you start taking stock of your
"house" and readying yourself for year-end tasks, budgeting, and planning for the strategic
objectives of the next year. This edition is dedicated to helping you plan.
Scoping and budgeting for the next year's audit activities is critical. We discuss how to plan for
your next BSA audit and how an assessment of your Cannabis Banking Program should be
addressed, whether you are actively banking direct marijuana-related businesses, selectively
banking other cannabis business, or choosing to avoid the sector.
It is also the time of year to review training records to ensure your staff has successfully
completed all required training. To this end, we commonly receive questions about how to best
explain cannabis banking at the Board level. We have taken the opportunity in this edition to
provide you guidance on Board training and outline key metrics and statistics your Board should
expect to see.
You will also see a specific feature on cannabis banking and correspondent banking
relationships. An assessment of this impact is critical to your risk assessment when banking
direct MRBs and is sure to be a discussion point for your Board.
In continuing with our theme of planning and proactively addressing cannabis banking risk, we
have addressed two specific types of fraud for which you should be monitoring if you are, or
have intentions on, lending to or processing transactions for CBD merchants.
And, tying this all together is a feature of the Cannabis Banking Group, launched earlier this
quarter in partnership with the CBANC Network and our friends at Green Flower Media!
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PLANNING FOR YOUR
CANNABIS BANKING AUDIT
As a financial institution subject to
regulatory supervision, you can expect
that your Cannabis Banking Program will
be incorporated into your next exam. You
should be deploying, however, several
lines of defense before your program gets
to the examination level.
First, setting your policies and training
your staff ensures that they are
familiar
with
your
practices,
procedures, account opening protocol
and monitoring requirements.
Next, internal testing provides a
means to ascertain whether your staff
is adhering to these controls.
The third line of defense, your audit, is
a formal and independent way to test
compliance with Federal guidelines
and your compliance program at the
enterprise level.

How you plan for your audit is going to be
dependent upon where you are in your
process: Have you already established
your Cannabis Banking Program? Are
you actively banking direct, plant-touching
Marijuana-Related Businesses (MRBs)?
Are you just on the forefront of taking on
these accounts or do you have a
seasoned portfolio?
In all of the cases discussed below, you
will want to ensure that you have included
within your Cannabis Banking Risk
Assessment a section dedicated to your
audit. This section should address the
quality of your existing BSA audit function.
You will want to ensure that your auditors
possess the requisite expertise to
effectively assess the adequacy of your
Cannabis Banking Program and conduct
related testing. You will also want to
ensure that the scope of your audit
provides for specific testing of your
Cannabis Banking Program.

The audit of your Cannabis Banking
Program should be incorporated into your
Bank Secrecy Act compliance audit.
Similarly, your BSA exam will include
within its scope your Cannabis Banking
Program.
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You will need to consider expanding the scope of your audit and/or
seeking additional audit expertise to supplement your BSA audit. The
costs of doing so should be factored into your investment into your
Cannabis Banking Program. Now, let’s discuss scope based on where
you might be in terms of strategy and program progress.
Establishing a Program to Bank Direct MRBs
You will want to ensure that your program is reviewed prior to taking on any accounts. Doing
so will give you a comfort level that you have established a sound infrastructure and controls
to manage the associated risk. You should consider implementing early-phase testing of
initial accounts that you take on to ensure that you are complying with your program and
each of its components from account opening to enhanced due diligence to monitoring and
reporting. Early detection of any potential weaknesses or issues will help you strengthen
your program before you take on additional accounts and related risk.
Establishing a Program to Bank Only Indirect MRBs, Hemp or CBD Entities
It is also a good idea to have your program reviewed early even if you plan on being more
selective in taking on cannabis-related business accounts and avoiding MRBs, but an
assessment of your program should be included within the scope of your next BSA audit. In
lieu of targeted audit testing upon implementation, you could conduct internal testing to
ensure your staff are complying with the account opening protocol you have established for
these entities, and that they have been coded according to their respective categories for
ongoing monitoring and due diligence. Your next audit should include an appropriate level
of testing to ensure that you are complying with your program, that accounts are coded and
monitored based on the controls you have implemented, and that your training and Board
reporting processes are sound.
Establishing a Program to Avoid All Cannabis-Related Businesses (CRBs)
Similar to the situation above, you may not opt for audit review of your program or testing
early in the process, but an assessment of your program should be included within the
scope of your next BSA audit. Additionally, your next audit should include an appropriate
level of testing to assess the adequacy of the controls you implemented to ensure accounts
have not been opened for CRBs, and that your training and Board reporting processes are
sound.
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What if you are past the phase of
establishing your program? The scope of
your audit should present robust testing to
ensure you are in compliance with the
controls you have implemented. Whether
you are banking direct MRBs, selectively
banking CRBs or choosing to avoid CRBs
of any kind, testing should be sufficient to
determine your controls are working. At a
minimum, the scope of your audit should
include:
An assessment of your Cannabis Banking Program, inclusive of your risk assessment,
policy and any supporting documents, such as account opening worksheets or
workflows, customer risk scoring processes and any changes to the foregoing
documents since the last audit.
A statistically relevant sampling and testing of your MRB and CRB accounts. Account
opening and enhanced due diligence documentation should be compared to your
policies and procedures. Monitoring processes should also be compared to your
policies and procedures. You would also want your auditors to review any marijuanarelated suspicious activity reports (SARs) that have been filed since the last audit.
Depending on the volume of customers within your portfolio, your auditors may select a
sample of SARs for testing purposes. Testing should be designed to determine whether
SARs were filed timely, accurately and in accordance with FinCEN guidelines.
Specific account level testing. Your auditors should conduct testing, similar to that
conducted for your higher risk accounts, whereby transactions over a specific time
period (generally three months) are analyzed for a sample of MRB and/or CRB
customers.
For those of you that are banking direct MRBs and using specialized software to do so: You
will want to ensure that you have scheduled appropriate validation of your platform in
accordance with regulatory guidance Validation should be performed within the first six
months of launch and then every 24 months thereafter unless changes to your parameters
or risks warrant earlier testing.
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Why the Quality of
Cannabis Banking Matters:
An Operator's Perspective
You have banking…why should you care about your bank’s audit and the quality of its Cannabis
Banking Program? Regulatory criticism, meaning the identification of weaknesses or
deficiencies within a bank’s Cannabis Banking Program or related controls in this context, may
result in limitation of services to you or termination of your account altogether. You will want to
get a comfort level that your financial institution has undergone internal audits and regulatory
examination without issue. The sustainability and stability of your banking depends upon it.
This is why it is critical that you comply with document and information requests from your
financial institution and satisfy those requests promptly. Yes, these requests are above and
beyond the information that is gathered and analyzed for traditional businesses, but there is
reason behind that: These financial institutions are, in many cases, Federally regulated and
insured and direct marijuana-related business (albeit legal at respective state levels) remains in
direct contravention of Federal statute. Your ability to provide timely, accurate and
comprehensive information about your business helps your bank meet its compliance
responsibilities and requirements, which in turn provides you continued access to the financial
system.

Setting the Standard
CANNABIS BANKING GROUP
Keeping up with industry standards under ambiguous guidance adds to the challenge of
addressing change, and moving with the times. Moreover, we the lack of formal and
transparent guidance as provided the opportunity to establish an industry-wide ruleset...to set
the standard for cannabis banking. Earlier this month, we announced the creation of the
Cannabis Banking Group, exclusively on the CBANC Network. The Cannabis Banking
Group is your definitive source for information, tools, answers and community on banking CBD,
hemp, marijuana and related entities. As new regulations, guidelines and laws are issued, the
CBANC Cannabis Banking Group is your “go-to” resource for sharing, learning about and
understanding these important changes. Industry experts weigh in on your questions and
provide you information and tools that have been designed to help you successfully navigate
this complicated sector. Whether you are actively banking cannabis operators, are in the early
phases of implementing your Cannabis Banking Program, or you have made the decision not to
offer financial services to CRBs, we are better together as we tackle the opportunities and
challenges of banking this sector.
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CBD MERCHANTS:
MANAGING ADDITIONAL RISKS
When it comes to taking on accounts for
CBD merchants, there is within the industry
the perception that such accounts are lower
risk and therefore do not merit the same
level of due diligence as direct MRBs. While
hemp-derived CBD is not considered to be
a controlled substance, there remains the
responsibility at the bank level to ensure the
products of CBD customers are compliant
with legal THC levels, and that CBD
merchants are not conducting sales or
shipping activities in states where CBD
remains illegal or where specific CBD
products have been banned.
From a deposit account standpoint, you will
want to ensure that your CBD merchants
are providing you with a complete list of
products
offered
along
with
their
corresponding certificates of analysis. You
will also want to ensure that sales and
shipping practices are compliant with statelevel rules and limitations. We often get the
question of whether a financial institution
should care about whether a CBD customer
is making false health claims on its website
or other marketing materials. This is rather
a gray area. In the whole scheme of things,
if your CBD customer is making false health
claims that result in a warning letter issued
by the FDA, does that impact your deposit
account? Not necessarily. You may lose the
deposit or you may not. The impact to you
may not be significant unless the deposit
balance is considerable and its loss could
impact your liquidity position. The likelihood
of that happening is low.

However, if you are lending to or
processing
transactions
for
CBD
merchants, it’s a whole other ball game.
FDA enforcement could impact your
primary source of repayment for credit
obligations. Such enforcement could also
impact your reputation and processing
ability with the card networks. As such,
reviewing those health claims and
enforcing correction is key. The health
claims have been the focus of many as
CBD has gained popularity and the
industry has grown. There are, however,
other risks of lending to or processing for
CBD merchants that have not been as
widely discussed. If you are currently
lending to CBD merchants or facilitating
payment processing for these merchants,
there are two specific additional risks for
which you should have corresponding
controls:
Fraud risks associated with
fulfillment centers and affiliate marketing
arrangements.
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Fulfillment center fraud can occur when a
product manufacturer also operates a
fulfillment center and establishes several
websites that sell the same product under
different names. The manufacturer then
establishes several entities to which
different signers are associated. Once
the merchant accounts are active, the
fraudsters use stolen credit card numbers
along with user interface (UI) and user
experience (UX) automation tools to
process transactions on the cards. To
identify these types of schemes, you may
see an exceptionally high number of
declined transactions as a ratio of total
transaction attempts; utilization of the
same card numbers across multiple
cardholder acceptor IDs; or, the presence
of a significant number of transactions on
cards issued by non-U.S. issuers.
Affiliate marketing fraud can occur when
CBD merchants use third-party affiliates
to drive traffic and sales to their respective
websites. Affiliates receive commissions
based on sales made, thus incentivizing
them to make fraudulent purchases to
receive a commission. If you are lending
to or processing payments for CBD
merchants, you should include within your
due diligence questions around the
operation of fulfillment centers and/or use
of affiliate marketing programs. You may,
on a risk basis, do business with these
merchants, but should build in specific
controls to mitigate the risk of fraud from
fulfillment center and affiliate marketing
arrangements. as high chargeback rates
can impact processing eligibility, increase
reserve requirements and potentially
impact the merchant's financial condition.

EXPLAINING
CANNABIS TO
YOUR BOARD
As the body ultimately responsible for
establishing your financial institution’s risk
appetite and setting policies that reflect
their risk tolerance, your Board has the
duty and responsibility to be well-informed
about emerging markets, regulatory
change and other industry trends that can
impact your institution. Cannabis falls into
all three categories. If you haven’t had an
initial conversation with your Board about
cannabis, and how legalization is currently
or may eventually effect your institution,
you may be wondering where to start. It’s
inevitable that they have received
snippets of conversations and read about
cannabis banking independently, and
taking the opportunity to have a focused
discussion will bring the topic to the
forefront of risk assessment and policy
making…exactly where it needs to be.
The best course of action is to incorporate
this discussion where it makes the most
sense: relating it to the impact on your
BSA compliance function. The first step
in broaching the topic is to set the tone by
discussing regulatory expectations. This
comes back to ensuring your financial
institution has established a Cannabis
Banking Program that reflects your risk
appetite for providing financial services to
cannabis-related businesses, across the
spectrum of marijuana, hemp and CBD.
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This expectation sets the stage for why cannabis must be understood throughout the
organization and how it relates to individual job responsibilities when opening accounts and
taking loan applications. At a minimum, this initial discussion should address:
Cannabis definitions. You will want to define and make distinctions between
marijuana, hemp and CBD as their definitions are critical to understanding legality at the
Federal and State levels.
Legalization of marijuana, hemp and CBD at the Federal level as well as at the
state level in your market. If you operate in a single state, this is a relatively
straightforward conversation. However, if you operate in multiple states, state-level
legalization can be complicated. Further, you may have charter restrictions that may not
allow you to bank cannabis operators even if you have branch locations in legal states.
For example, Indiana state-chartered institutions have been advised that they are not
permitted, under their charters, to bank cannabis operators in their next-door legal
state, Illinois, even if they maintain Illinois-based branches.
Regulatory expectations. In addition to discussing the premise of the 2014 FinCEN
Guidelines outlining expectations for marijuana-related businesses, you will also want to
discuss the 2020 FinCEN guidelines that address expectations for hemp-related
businesses and the industry-promoted regulatory expectation that you establish a
Cannabis Banking Program based on your risk appetite. This expectation is primarily
derived from safe and sound banking practices. Any pursuit of higher-risk or more
complex transactions or customers warrants a strong infrastructure to manage the
associated risk. The framework for your Cannabis Banking Program, inclusive of a risk
assessment, policy and supporting documentation that will assist in your risk
management and due diligence should be reviewed with the Board. Your responsibility
to provide periodic reports to the Board should also be addressed.

Page 8 | info@icslv.com

Now that you’ve set the tone and opened the door for discussion of cannabis banking
opportunities and risks, the Board must digest the information and apply it when reviewing your
initial Cannabis Banking Risk Assessment and Policy. If you are actively banking cannabisrelated businesses (CRBs), you should also be providing periodic reports to your Board. We
recommend reports be provided to the Board at least quarterly, though several institutions have
opted for monthly reporting, at least in the initial stages of their Cannabis Banking Program. To
ensure consistency and depth of content, your Board report should address the following:
Number and type of CRB customers onboarded in the preceding quarter.
Results of ongoing monitoring of existing CRB relationships.
Any changes to existing CRB relationships
Actions taken to meet SAR filing requirements.
Any updates to your State’s specific cannabis or hemp program, or position on CBD.
Any updates to State or Federal legislation.
You may also incorporate discussion of competition within your market or trends that you are seeing
among your peer institutions.

Giving your Board the tools and information they need to make informed decisions helps to
mitigate that liability and establish a strategy to steer your institution effectively through areas
of uncertainty and ambiguity, and to achieve your strategic objectives. Take steps to help
them understand the impact of cannabis on your institution, set your risk coordinates and
proceed accordingly.

Addressing the "Why"
In planning for your Board training session, you should have an idea of how you will address
the “why.” Your Directors may ask you, “Can we do this? And why should we consider it?”
One answer is that legalization at some level is inevitable and you need to position your
institution to address new or existing customers that are involved in cannabis businesses. The
other part of the “why” may resonate more effectively: Banking these businesses can be a
significant source of non-interest income and provide for sizable deposit inflow. Noninterest income is going to be generated by the fees you can charge at the time of account
opening and on a monthly basis thereafter for your due diligence and monitoring of each MRB
customer. Application or account opening fees typically range from $250-$2,500 per
acount and should be non-refundable. Monthly monitoring and compliance fees range
from $500-$2,000 per account per month. It is important when you are developing your risk
assessment and looking at opportunities and competition that you also get a sense for fees
currently being charged in your market. In our current low rate environment, a source of noninterest income is going to look mighty attractive to your Directors and this is your time to turn
the compliance function into a profit center!
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CANNABIS &
CORRESPONDENT
BANKS
In planning out the approach to offering
financial
services
to
cannabis-related
businesses, we always recommend our clients
contact their correspondent banks before
jumping in the fray. Doing so is a key part of
establishing a sound and sustainable
infrastructure to bank cannabis businesses. if
your correspondent bank gives you a
resounding “no” as to whether they have the
risk appetite to provide services to you while
you bank cannabis businesses, don't let that
impede forward momentum.
We’ve been
seeing a movement in the correspondent banks
to allow for their institutions to provide banking
services to cannabis businesses and they have
formally communicated that intention, thereby
clearing a potential hurdle.
As a correspondent bank that is providing
services for you, they are not directly banking
cannabis, but do they still have due diligence
requirements in this space? Absolutely! You
can expect that your correspondent bank will
want to learn about your Cannabis Banking
Program from its structure to your diligence
processes to the types of the customers you
are serving and the products offered.
Essentially, they will be conducting their own
risk assessment of your institution from this
standpoint. They are not exempt…so, would it
be a great idea to put together a package to be
prepared? Yes!
If you are a correspondent bank, you should be
prepared for the likelihood that your institutions
are banking cannabis and have a plan of action
to address it...and a definitive "no" is not going
to be realistic.

CCBP
University
Class is in
Session
O C TO BER 13 - 16, 2020
4 DAYS, 12 COURSES
& QUIZZES
To Register: Visit
www.cbancnetwork.com

Certified Cannabis
Banking Professional
Program
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